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1 Adding new system call

1.1 Chuéan bi
1.1.1 Cai dat may ao

Tai v& cai dat Ubuntu phién ban 18.04.2 trén phan mém Virtual Box. Sau dé cap nhat va cai
dat cac packages theo hudng dan.

1.1.2 Cai diat cac package yéu cau

sudo apt update

sudo apt install build—essential

sudo apt install kernel—package

sudo apt install fakeroot ncurses—dev xz—utils bc flex libelf—dev bison
sudo apt install openssl libssl—dev

sudo apt install htop #to view tree process

Cau héi: Tai sao chiing ta can cai dit kernel-package?

Tra 16i: Kernel-package gitp thuc hién mot chudi cac cong viéc theo trinh ty mot cich tu dong
gitip tiét kiem thoi gian. Ngoai ra né con cho phép quan 1y nhiéu phién ban ctia kernel-image da
cai dat trén thiét bi. Cling nhu, ty dong lya chon céc cai dat phit hgp véi timg kién tric. Céac
kernel-modules duge lien két véi nhau, nén cé thé bién dich dé dang, ddm bao tinh tuong thich.
Cac uu nhuge diém ctia kernel-package duge dé cap tai day:
http://manpages.ubuntu.com/manpages/bionic/mans /kernel-package.5.html

1.1.3 Tao thu muc dé bién dich kernel

mkdir ~/kernelbuild
1.1.4 Tai kernel
0 day la dung phién ban 5.0.5

cd “/kernelbuild
wget https://cdn.kernel.org/pub/linux/kernel/v5.x/linux —5.0.5.tar.xz

Cau héi: Tai sao ching ta phai st dung mot nguon kernel khac tit may chi, chiing han nhu
http://www.kernel.org, chiing ta c6 thé bien dich kernel goc (kernel cuc bo trén HDH dang chay)
khong?

Khi st dung ngudn kernel tai vé thi ¢ thé tuy chinh, xem xét thu muc, vai diat ban v can thiét.
Ta khong thé bien dich kernel tryc tiép tit chinh né, ta chi c¢é thé bien dich mot phién ban tuong
tu v6i phién ban dang chay.

1.1.5 Giai nén kernel

tar —xvJf linux —5.0.5.tar.xz

1.2 Thiét lap ciu hinh

Sao chép tap tin ciu hinh c6 sdn hién c¢6 trong thu muc /boot/ vao thu muc vita gidi nén:
cp /boot/config—$(uname —r) ~/kernelbuild/linux —5.0.5/.config

Thay d6i phién ban noi bo bing cach ciu hinh kernel:
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make nconfig

D@ thay ddi phién ban kernel chon General Setup ---> Local version - append to kernel release
sau dé nhap .1713484 (MSSV), nhan F6 dé luu va F9 dé thoat.

Stt dung make localmodconfig dé cau hinh cho kernel chi bién dich céc modules hién dang dugc

load trong may.

1.3 Thém system call vao kernel
Tao Makefile va sys _get proc_info.c trong thu muc get proc_info

mkdir “/kernelbuild/linux —5.0.5/get proc_info
cd “/kernelbuild/linux —5.0.5/get proc_info
touch Makefile

echo "obj—y_:=_sys get proc_info.o"

gedit sys get proc_info.c

Luu noi dung sau vao file sys_get proc_info.c

#include <linux/kernel.h>
#include <linux/sched.h>
#include <linux/syscalls.h>

#define STUDENT ID 1713484

struct proc_info
{
pid_t pid;
char name[16];
b

struct procinfos

long studentlID;

struct proc_info proc;

struct proc_info parent proc;
struct proc_info oldest child proc;

}s

struct task struct xproc;
struct task struct xparent proc;
struct task struct xoldest child proc;

SYSCALL DEFINE2(get proc info, pid t, pid, struct procinfos *, info)
{

printk ("My_student _ID: _%ld\n", (long)STUDENT ID);

printk ("pid_to_find .=_%d\n", pid);

if (pid = -1)

proc = current;
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"
&2

}
else if (pid = 0)

{
}

else

{

proc = &init _task;

proc = find task by vpid(pid);
if (proc = NULL)
{
printk ("Not_found_proc_with_pid_=_%d!\n", pid);
return EINVAL;
}
}
info—>studentID = STUDENT ID;
printk ("Proc_ID: _%d\n", proc—>pid);
printk ("Proc_name: _%s\n", proc—>comm);
info—>proc.pid = proc—>pid;
sprintf(info—>proc.name, proc—>comm):;
parent proc = proc—>parent;
if (parent proc != NULL)
{
printk ("Parent _ID: _%d\n", parent proc—>pid);
printk ("Parent_name: _%s\n", parent proc—>comm);
info—>parent proc.pid = parent proc—>pid;
sprintf(info—>parent proc.name, parent proc—>comm);

else //Khong can thiet vi proc nao cung co parent

{

printk ("This_proc_does_not_have_parent!\n");
info—>parent proc.pid = —1;

if (!list empty(&proc—>children))

{

oldest child proc = list_ first entry(&proc—>children, struct task stu
printk ("Child_ID: _%d\n", oldest child proc—>pid);

printk ("Child _name: _%s\n", oldest child proc—>comm);
info—>o0ldest child proc.pid = oldest child proc—>pid;
sprintf(info—>oldest child proc.name, oldest child proc—>comm);

else

printk ("This_proc_does_not_have_any_child!\n");
info—>o0ldest child proc.pid = —1;

}

return 0;

}

Chinh sita Makefile trong thuw myc 1inux-5.0.5
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cd “/kernelbuild/linux —5.0.5
gedit Makefile

Tim dong:

core—y += kernel/ certs/ mm/ fs/ ipc/ security/ crypto/ block/t

Stta lai thanh:

core—y += kernel/ certs/ mm/ fs/ ipc/ security/ crypto/ block/ get proc_info/
Thém lénh system call mé6i vao bang system call:

cd “/kernelbuild/linux —5.0.5/arch/x86/entry/syscalls
echo "548 _common_get proc info_. x64 sys get proc_info" >> syscall 64.tbl

Cau hoéi: Y nghia clia cac truong clia dong chi can them vao bang system call
Tra 10i: Cac truong do6 la [Number] [ABI] [Name] [Entry point] trong do:

e Number: S6 diing dé xac dinh system call dugc goi khi diing ham syscall.
e ABI: (Application Binary Interface) 1a interface gitta 2 modules
e Name: Tén system call

e Entry point: Diém truy cap, la tén cia ham duge goi dé xit Iy syscall, quy uéc dit tén cho
ham nay 1a tén ciia syscall v6i tién t6 sys_.

Dinh nghia system call méi

cd “/kernelbuild/linux —5.0.5/include/linux
gedit syscalls.h

Thém cac dong sau trudc endif:

struct proc_info;
struct procinfos;
asmlinkage long sys get proc_ info(pid t pid , struct procinfos *info);

Cau héi: Y nghia clia ting dong tren la gi?

Tra 15i: Hai dong dau ding dé khai bao ciu tric duge st dung. Dong cubi ciing khai bao syscall,
c6 bao nhiéu tham s6 ciing nhu kiéu ciia cdc tham s6. Tit khod asmlinkage thong b4o ring ham
chi nhan tham s6 dudc truyén vao tir stack.

2 Bién dich kernel

Chay céc lenh sau (may 4o c6 4 nhan)

cd “/kernelbuild/linux —=5.0.5/
make —j4

make modules —j4

sudo make modules install
sudo make install

sudo reboot
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3 Hién thuc system call

Phan hién thyc clia system call nim trong file sys _get proc_info trong thu muc get proc_info
da trinh bay & trén. Muc dich clia system call 13 truy xuét thong tin vé process cha vi process
con gia nhét ciing nhu thong tin ctia chinh process d6 thong qua PID. Céu tric task_struct duge
dinh nghia trong /1inux/sched.h chiia cic thong tin can thiét. Ta st dung ham find_task_by_vpid
dé tim ra task_struct ciia process d6, sau do thong qua con trdé parent dé tim task_struct
ciia process cha va ham list_first_entry ciing cu tric list_head tén la children dé tim
task_struct ciia process con gia nhat.

4 Bién dich va cai dat

Sau khi hién thuc xong system call chiing ta can bién dich v& xay dung lai kernel dé system call
dugce thém vao kernel.

4.1 Cai dit ciu hinh kernel
Dau tién 14 bién dich kernel

make —j4

Sau do6 xay dung kernel modules

make —j4 modules

Cau héi: Y nghia ciia hai budce nay, cu thé 1a make va make modules 1 gi? Céi gi duge tao ra
va dé lam gi?

Tra 16i: make tao ra vmlinuz, mot ban nén kernel-image dugc s dung béi boot loader. Con
make modules bién dich lai cac modules ma dude danh dau M trong kernel source. Céc modules
nay giiup kernel giao tiép dugc véi cac thiét bi, tuong tu nhu cac driver trén hé diéu hanh
Windows.

4.2 Cai dat kernel méi

Dau tién cai dit cac modules:

make —j4 modules install

Sau d6 cai dit kernel.

make —j4 install

Kiém tra két qua: Sau khi cai dit kernel theo cac bude tréen. Khéi dong lai may 4o bing céch:

sudo reboot
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Sau khi ding nhap lai vao may tinh, chay dong lénh sau:
uname —r

Néu két qua trén ma hinh 14 5.0.5.1713484 thi kernel da dugc bién dich va cai dat.

4.3 Tht nghiém
Sau khi khéi dong véi kernel méi, tao mot chuong trinh C nhé dé kiém tra system call da nam
trong kernel hay chua?

#include <sys/syscall .h>

#include <stdio.h>

#include <unistd .h>

#define SIZE 200

int main(){
long sys return_value;
unsigned long info [SIZE];
sys_return_value = syscall (548, —1, &info);
printf("My_student _ID: _%lu\n", info [0]);
return 0;

Cau héi: Tai sao chuong trinh nay c6 thé cho biét lieu hé théng ciia chiing ta c6 hoat dong
hay khong?

Tra 18i: Ham syscall(548, -1, &info) sé& trd vé gid tri clia system call dudce goi. Néu khong
c6, & trudng hgp chung, sé trd vé EINVAL néu khong thanh cong. Va vi ban chat clia struct la
mot ving nhé, trong struct procinfos ta khai bdo dau tién 13 long studentID vi viing nhd
duge cap phat ciing kiéu long, nén c6 thé truy xuat studentID thong qua chi s6 0 clia viing nhé
dé kiém tra thong tin dudc truyen c6 dung din hay khong.

5 Tao API cho system call

5.1 Dong goi

Tao mot tap tin header chita mé gia ctia chuong trinh déng goi va khai béo struct procinfos,
pro_info. Dat tén tap tin header 14 get_proc_info.h va hién thyc né nhu sau:

#ifndef PROC MEM H
#define PROC MEM H
#include <unistd .h>

struct proc_info {
pid _t pid;
char name[16];
H
struct procinfos {
long studentID ;
struct proc_info proc;
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struct proc_info parent proc;

struct proc_info oldest child proc;
}s
long sys get proc_info(pid t pid , struct procinfos % info);
#endif // GET PROC INFO H

Cau héi: Tai sao ching ta phai dinh nghia lai procinfos va proc_info trong khi ching ta da
dinh nghia ching trong kernel?

Tra 18i: Sau khi bién dich, file m& ngudn chita dinh nghia cfia 2 struct khong dudgc chita trong
kernel da bién dich, nén ta can dinh nghia lai dé c6 thé bien dich dugc chuong trinh can st dung
2 struct nay (& day la chuong trinh wrapper ding dé tao thu vién goi system call tién 1gi hon.
Sau d6, tao mot chuong trinh C tén 1a get_proc_info.c hién thuc déng goi kernel. Chuong
trinh C d6 ¢6 noi dung nhu sau:

#include "get proc info.h"
#include <linux/kernel.h>
#include <sys/syscall .h>
#include <unistd.h>

long get proc_info(pid t pid, struct procinfos xinfo)

{
}

return syscall (548, pid, info);

5.2 XAac nhan

Copy file header vao thu muc /usr/include. Chay nhing cau lénh duéi day dé thuc hien diéu
do:

sudo cp <path to get proc_info.h> /usr/include

Cau héi: Tai sao dic quyén root duge yéu cau dé sao chép file header dén /usr/include?

Tra 16i: Vi / usr/ include 13 thu muc hé théng, ngusi dung thong thu’dng chi ¢6 quyén truy cap,
khong ¢6 quyén chinh sta céc file trong thu muc nay, vi vy can c6 quyeén clia root.

Dich file get_proc_info.c tré thanh mot ddi tugng dugc chia sé dé ngusi ding tich hgp vao heé
théng ctia minh. Chay lénh:

gcc —shared —fpic get proc_info.c —o libget proc_ info.so

Néu bien dich thanh cong, sao chép tap tin ouput sang /usr/lib (nhé thém sudo truée lénh cp).
Cau héi: Tai sao ching ta phéi dit -shared va -fpic vao lénh gec?

Tra 15i: Vi -shared tao ra cic déi tugng diing cho cac thu vién chia sé con -fpic dung dé sinh
ra code khong phu thuoc vao vi tri, doan ma c6 thé duge nap lén tit bat ki dia chi nhé 4o nao
lac thie thi va dé tuong thich véi -shared.

Budc cubi cliing, kiém tra tit cd nhing gi da lam. Dé kiém tra thi ta viét mot chuong trinh
C nhu sau luu lai véi tén test_wrapper.c, bién dich v6i -1get_proc_info va chay né.

#include <get proc_info.h>
#include <stdint .h>
#include <stdio.h>
#include <stdlib .h>
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#include <sys/types.h>
#include <unistd.h>

static struct procinfos info;

int main(int argc, char xargv|[])

{

if (arge != 2)

fprintf(stderr, "usage:_a.out_<integer_value>\n");
return —1;
}
long return_value;
pid_t pid = (pid_t)atoi(argv[1l]);
return_value = get proc_info(pid, &info);
if (return value != 0)
{
fprintf(stderr, "Proccess_with_pid_=_%d_not_found!\n", pid);
return —1;

printf("My_StudentID _=_%ld\n", info.studentID );
printf("Proc_ID: _%d\n", info.proc.pid);
printf("Proc_name: _%s\n", info.proc.name);
if (info.parent proc.pid = —1)
{
printf("Parent_ID: _%d\n", info.parent proc.pid);
printf("Parent_name: _%s\n", info.parent proc.name);

}

else //Khong can thiet vi proc nao cung co parent

{

}
if (info.oldest child proc.pid != —1)

{

printf (" This_proc_does_not_have_parent!\n");

printf (" Child_ID: _%d\n", info.oldest child proc.pid);
printf (" Child _name: _%s\n", info.oldest child proc.name);

printf (" This_proc_does_not_have_any_child!\n");

}

return 0;

5.3 Két qua

Sau khi hoan tat ci cac budc trén. Ta sé xem két qua kiém tra. Chay nhiing lénh sau trén
terminal:
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gce test wrapper.c —lget proc_info
.Ja.out 1

Két qua trén man hinh:

tien@tien-VirtualBox:~/Desktop/testS ./a.out 1
My StudentID = 1713484

Proc ID: 1

Proc name: systemd

Parent ID: ©

Parent name: swapper /0

child ID: 276

Child name: systemd-jo
tien@tien-VirtualBox:~/D top/tests I

Tai licu
[1] The Linux Kernel API (https://www.kernel.org/doc/html/v5.0/core-api/kernel-api.html).
[2] Linux source code (https://elizir.bootlin.com /linux/v5.0.5/source).
[3] The Linux Kernel Module Programming Guide (http://www.tldp.org/LDP/lkmpg/2.6/html/index.html).
[4] Stackoverflow (https://stackoverflow.com).
[5] UBUNTU Wiki (http://wiki.ubuntu.com”).
[6] GNU Operating System (http://gnu.org”).

[7] Va mot sd ngudn khac
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